


The rtincident report



What is rtincident?

vhen task dies with a core file

tory, sends email




Incident report means:

ome clues




Incident report means:

ome clues




From: n@
Subject: Incid
Date: May 22, 2005
To: incidents@brtt.com
Incident Report (Release 4.6 Su
5/23/2005 (143) 4:02:29.000 UTC
5/22/2005 (142) 21:02:29.000 Local Time
orb2db (3155) died from signal 10: SIGBUS bus error with
Execution line: 'orb2db -S state/orb2db -w %Y %m/0/%{sta}.%{cha

System Operators: someone @somewhere.com

uname -a
SunOS amachine 5.9 Generic_112233-11 sun4u sparc SUNW,Sun-Fire-V240

pwd
/amachine/rt

id
uid=55555(rt) gid=55555(rt)

ORB
:demo

rtchecksums orb2db

/opt/antelope/4.6/bin/orb2db Oxd2be
/opt/antelope/4.6/lib/libPkt.so 0x3b38
/opt/antelope/4.6/lib/libforb.so 0x751d
/opt/antelope/4.6/lib/liborb.so Oxb9af
/opt/antelope/4.6/lib/libtr.so 0x94bc

/opt/antelope/4.6/lib/libds.so Oxb5c6



v lines of rtincident are fairly simple,
ble report is rather long (~1600
becomes difficult to read.

2|ps a little: perl/tk
apart into more




006 X! Inspect_snapshot

id
uid=555554{rt} gid=55555{rt}

QRE

iCcnsn

rtchecksuns orb2dhb |

cat foptfantelopes/d,b/d:

tail -70 logs/orb2db |

Jumtsbinfzanp -5 || @t fprocfmeminfo

total: 220000k bytesz allocated + 19240k , cserve-—- Sl
7249248k available

top -b | head -30 &8 top -b | head -30 |1l prstat -n 20 1 2 |

df -k
id
uid=555554{rt} gid=55555{rt}

9:02pn up 3 dayis), 5H:5d, 0 users, load average: 1.03, 0,44, 0,21
Uzer tty login@ idle JCPU PCPU what

who




but from orb2db: victim’s last words

P T o T

X textl?

2005-143 4:01:07 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:01:13 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:01:193 orb2db
{CH_EDH_BHE} wa=s clipped
2005-143 4:01:24 orb2db
{CH_EDH_BHE} was clipped
2005-143  4:01:30 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:01:36 orb2db
{CH_EDH_BHE} wa=s clipped
2005-143 4:01:42 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:01:48 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:01:55 orb2db
{CH_EDH_BHE} wa=s clipped
2005-143 4:02:00 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:02:06 orb2db
{CH_EDH_BHE} was clipped
2005-143 4:02:13 orb2db
{CH_EDH_BHE} wa=s clipped
2005-143 4:02:19 orb2db
{CH_EDH_BHE} was clipped
2005-143  4:02:25% orb2db
{CH_EDH_BHE} was clipped
2005-143 4:02:29 orb2db
2004/05/27 16:14:48 %
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Interview withesses

ANANA

cat rtexec,pf |

tail -50 logs/rtexec !

last -10 reboot |

il -2 0 farfadmfmes=ges || &il -20 farflog fmes=ges

tail -10 fuarflugfsuslug_]

Feinfps -zl user pid, popu, pmem v= rss thy, s, stime time 2rgs || ps

—dUWHH I

orbstat -scv icnsn |

1s -CF I

1z -CF fopt/antelopesd.b/patched :




ARANA

1z -CF fopt/fantelopesd.b/patc.

df -k .

Filezyzten kbytes uzed avail capacity

fdev/dsk/cltOdOs? 20895703 2378358 18308388 124

df -k dby. " Fitter -d dbfee”

Filesysten kbytes used awvail capacity

Adev/dsk/cltodls? 20895703 2378359 18308387 12%

df -k kgsf.

Filezyzten kbytes uzed avail capacity

fdev/dsk/cltOdOs? 20895703 2378358 18308388 33

find . ! -perm -2 00 -]

echo "$#C:#?' | fbin/ndb lugsfcure.urhEdh

Hounted on

fuicked/rt

Hounted on

Fuicked/rt

Hounted on




% text?’

FFbfeb50 libstock,.so.3 sncopy+0x8d4{feadbdeb, ffbfe?36, 11, 7d44Gaeff,
74650000,

46500003

ffbfebe8 libds,so,3" dbc2d+0x184{ffbfebel, fealbdeb, 11, Gadfo, 4, 954f8)
ffbfebd() libds.so,3" dbputw+ix514{ffbfebfc, ffbfebf8, ff301e90,
40440000, 0,

ff301edc)

ffbff018 libtr.so,3 wtdata+Oxdac{149cc8, 1e8al8, 1000, 758, 14a330,
14a334}

FFbffioco libtr,so,3" truf2disc+0468(149cc8, 1eBal8, 1000, 758, 0, 0}
ffbff140 libtr.so,3 wtseed+0x108{14a2e(, 8d7bd, 8df15, ff2d27e8,
2ed00160, 2}

ffbffibd libtr.so,3  stuffu+ixd34{14aled, ff2fb2bd, 0, 0, ff2fdeldc, 0}
ffbff218 libtr.so,3 cstc+0x2dd4{0, ff2fb2bd, 79, 1d0, 0, leJaec}
FFoff278 libtr,.so,.3 wfurite+0x68{10b3a8, 3c0, f0, 149cc8, 1, 1000000}
ffbff2e8 chan2db+0x6f8{15738, 149cc8, 0, 4b9f0, 10b3ad, 149cch}
ffbff430 szave_chan+0xbbc{dl49, abl38, 149ccB, 4d118, 0, 49410%
FFbFf680 pkt2db+0x154{d149, 41d0adbh, 1000000, ffbffchd, 215730, laal
ffbf 710 maintOxleb8{ffbffcic, ffbffdbc, ffbffdic, 49000, 0, 0}
ffbffdo8 _start+0xb8{0, 0, 0, 0, 0, 0}
no pProcess

SIGBUS: Bus Error

Ze0 = 0x00000000 #10 = Oxfealbhdeb
#el = Oxffbfel3? #11 = Ox0000)2)
#ed = 0x0000163c #12 = Ox0000fF )
#e3 = 0x00038384 #13 = OxB100000)
Fed = 0x00000002 #14 = 0x000)0)E:
#eh = 0x00)O0000) #15 = 0x000)0)6e
deb = 0x00000000 #16 = Oxiefefeff
ded = 0x0000)000 #17 = oxffofg188
#o0 = 0x00000011 #10 = 0Oxfeadbhdeb
Disniss




Problem reports

But please, no phone calls!

oblem: email describes some of the
misses some essential points.

rmation that you might

u fill out



® dbsnapshot -- grabs some of the rows

ot -- grabs log files, databases,
1 some system files




il missing: motive

iption of what you're trying




000 X| text20
2005-140 04:02:35 orb2db created a new core file I
2005-140 04:02:35 creating incident report
logs/incident , 2005-140_04:02:35

2005-140 04:02:35 =starting orb2db : orb2db -5 stateforb2db -w
"EYAnSAdS K stad  Zichand L EY At Ad s EH M A5 $ORE $DBHF

2005-140 04:02:35 orb2db started as 1080

2005-141 04:02:38 orb2db {1080} died fron signal 10: SIGBUS bus error
with exit code 0 {started B2005-140 04:02:35)

2005-141 04:02:58 orb2db created a new core file

2005-141 04:02:38 creating incident report

logs/incident ,2005-141_04:02:38

2005-141 04:02:38 starting orb2db : orb2db -5 stateforb2db -w
"AYEnSAdS K Estal  Richan: LAY 1 AniAd s AH: ZH RS $0RB $DBHF

2005-141 04:02:38 orbZ2db started as 2144

2005-142 04:03:04 orb2db {2144} died from signal 10: S5IGBUS bus error
mwith exit code 0 {started BF2005-141 04:02:38)

2005-142 04:035:04 orb2db created a new core file

2005-142 04:03:04 creating incident report
logs/incident , 2005-142_04:035:04

2005-142 04:03:04 starting orbZ2db : orb2db -5 stateforb2db -w
"EYAnSAdS K stad  Aichan3 L2 A Ad 2 EH: M2 A5 FORB $DBHF

2005-142 04:035:05 orb2db started az 3155

2005-1435 04:02:29 orb2db {(3155) died from signal 10: SIGBUS bus error
with exit code 0 {started B2005-142 04:03:04)

2005-143 04:02:29 orb2db created a new core file

2005-143 04:02:29 creating incident report
logs/incident , 2005-143_04:02:29

2005-1435 04:02:29 =starting orb2db : orb2db -5 stateforb2db -w
"EYAnSAdS K stad  Zichand L EY At Ad s EH M A5 $ORE $DBHF

2005-143 04:02:29 orb2db started as 4164

Disniss
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